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Abstract 
The virtual proxemics model proposes that people feel 
discomfort when someone accesses their data based on 
their degree of data control and the relationship, i.e. 
Intimate, Personal, Social or Public, they have with the 
person accessing their data. This model is relevant to 
the design of wearable/mobile technologies that 
emphasize being always-on and/or attention-free. Our 
initial studies using a wearable/mobile hybrid and a 
wearable device found that users are most comfortable 
when someone in their intimate circle accesses their 
data compared to strangers but, for strangers, they 
were more comfortable when they had control than 
when they did not, consistent with the model. 
Implications for collocated access are discussed at the 
workshop. 

Author Keywords 
virtual proxemics, personal data, mobiles, wearables, 
data access policy, proxemics  

ACM Classification Keywords 
H5.2. Information interfaces and presentation: User 
interfaces.  

Permission to make digital or hard copies of all or part of this work for 
personal or classroom use is granted without fee provided that copies are 
not made or distributed for profit or commercial advantage and that 
copies bear this notice and the full citation on the first page. To copy 
otherwise, or republish, to post on servers or to redistribute to lists, 
requires prior specific permission and/or a fee.  
CHI 2016, May 7-12, 2016, San Jose, CA, USA. Copyright 2016 ACM xxx-
x-xxxx-xxxx-x/xx/xx...$xx.xx.  
. 
 

Junia Anacleto 
Federal University of São Carlos, 
São Carlos, Brazil 
junia@dc.ufscar.br 
 
Sidney Fels 
University of British Columbia 
Vancouver, BC, Canada 
ssfels@ece.ubc.ca 
 
 

 
 



 

Introduction 
A model of virtual proxemics is presented in [1]. 
According to this model, the comfort level a user has 
when someone accesses their data space is related to 
the level of control the user has and closeness of the 
relationship they have with the person accessing the 
data. The model is well suited to understanding how 
users feel when wearing technology or carrying mobile 
devices as the design strategies for these devices try to 
encourage always-on, attention-free technology. The 
model draws upon the social relationships that Hall 
defines [8]: Intimate, Personal, Social and Public. For 
this workshop, we plan to: 1. discuss the model of 
virtual proxemics and its application to mobiles and 
wearables, 2. Experimental design for user studies of 
proxemics-oriented design and 3. Design of systems 
that use virtual proxemics into data access protocols. 

The virtual proxemics model is particularly relevant to 
mobile and wearable technologies. This is due to these 
technologies promising benefits from invisibly sensing a 
user’s body state, providing unobtrusive, attention-free 
access to your digital world and providing an “always 
on, always connected” experience [12], these same 
features exaggerate the range of consequences due to 
unauthorized data access. The issue arises from the 
desire to minimize the amount of attention the user 
pays to the technology leading to a potential loss of 
control of who can send or read data [15].  As the data 
sensed and received on our mobile devices becomes 
more sensitive, due to the types of application areas, 
the potential loss of control can lead to a sense of 
violation if inappropriate access behavior occurs.  

In the physical world, social and cultural protocol and 
physical proximity provide cues for appropriate 

behaviors with respect to a person’s personal space 
[9]. To understand how the physical space around 
someone defines her/his comfort zones, Hall introduced 
the theory of proxemics [8]. In Hall’s theory physical 
distance from a person provides comfort categories 
mapped as distance based zones. These zones then 
provide a sense of socially and culturally associated 
acceptable distances for different types of people based 
on familiarity.  For example, from 0- 45cm is a person’s 
intimate space reserved for people that are intimate 
with the person. Someone, say a colleague, who comes 
within this intimate space, may cause feelings of 
discomfort and violation due to the lack of control 
available at that distance.  

The virtual world does not have a direct equivalent to 
physical distance, however, the virtual proxemics 
model suggests that the degree of control a person has 
over data can serve the same function. Specifically, the 
less control of data a person has, the closer it is to 
his/her intimate data space, while the more control 
they have, the closer to their pubic data space as 
shown in figure 1. Then, similar to Hall’s proxemics, the 
virtual proxemics determines the comfort level a person 
has from someone accessing or sending data into their 
data spaces depending on their relationship with them. 
So, data in a person’s intimate data space can be 
comfortably sent to or accessed by a person’s 
intimates, but a violation will be felt if it is from more 
distant relationships. 

Virtual proxemics can be used in the same way that 
Greenberg [7] uses Hall’s proxemics for technology to 
function when people (or technology) are physically 
close. That is, the virtual proxemics can provide cues 
for how a person’s data space may be accessed based 



 

on the types of human relationships. Thus, virtual 
proxemics is a model for defining what level of control 
to provide for a user over their data space, as well as 
the possibility to automate this control to better allow 
attention free properties of mobiles and wearables to 
be exploited.  

Related Work 
Wearable and mobile technologies have emerged as an 
important direction for the next wave of sensing, 
fabrication, computing and communication 
technologies. As the technologies are intended to be 
worn or carried, key factors related to adoption and 
effectiveness of the technology have to be addressed. A 
number of the factors for each of the design 
characteristics can compromise a user’s ability to 
control data flow. We highlight these particular factors 
as they relate to virtual proxemics. 

Related Properties for Mobiles and Wearables 

Wearable design characteristics, from hardware to 
software, from appearance to comfort, from body fitting 
to garment-technology integration, have been 
presented by: Mann [12] who defines attributes for 
wearables’ behavior, Gemperle et al. [6] who define 
guidelines for wearability, and Todi and Luyten [14] 
who present design goals for wearables.  

In particular, Mann describes a general framework for 
comparing and studying wearable technologies with six 
necessary attributes for a wearable computer in order 
to better serve wearers. These attributes are: it (a) 
must be un-monopolizing of wearer’s attention, it (b) 
must be unrestrictive to the wearer’s tasks, it should be 

(c) observable and (d) controllable by the wearer, it 
should be (e) attentive to the environment and, it 
should be (f) communicative to others. His framework 
is focused on how the wearable technology should 
behave when worn. However, considering the virtual 
proxemics perspective, some of the attributes conflict 
with each other when providing necessary data control 
in the virtual space, e.g. un-monopolizing wearer’s 
attention and controllable by the wearer. By un-
monopolizing the wearer’s attention, the user may not 
be aware of state changes that would require his/her 
attention; thus, even if the system is controllable, the 
wearer wouldn’t use those controls. Likewise, if the 
device is controllable, it may require too much attention 
for the wearer to use effectively. Thus, following these 
principles may make it more difficult for a wearer to 
exercise control of their data spaces leading to a higher 
likelihood that their data space could be violated. 
Similarly, mobile devices that are carried, share some 
of the same design principles with wearables. We 
differentiate them though based on one key potential 
difference when it comes to data control; mobiles often 
include a manual action to control data flow. These 
actions include taking out a mobile device to take a 
picture, entering a pass code or fingerprint to access 
applications and messages, starting an application 
explicitly and so forth. In these cases, users can exert 
explicit data control, which impacts the level of virtual 
proxemics used for establishing mechanisms to ease 
access control policies. Nonetheless, many functions on 
mobiles, share the same characteristics as wearables,in 
that they are intended to be always-on and running in 
the background providing notifications and data sharing 
often without the user’s knowledge. 



 

Virtual Proxemics  
Virtual Proxemics [1] derives from Hall’s theory of 
physical proxemics. However, virtual proxemics uses 
degree of control as the measure for the different 
categories of data space in contrast to physical distance 
for Hall’s proxemics (shown in figure 1). In figure 1, we 
illustrate the mirrored representation of virtual 
proxemics with data space replacing physical space and 
the dimension of control replacing distance. As in Hall’s 
proxemics, virtual proxemics provides a continuum with 
some useful categories that can be identified as related 
to the type of relationships between people. As shown 
in figure 1, Intimate data space is one where the user 
has little or no control of the data (or doesn’t 
need/want to have). The data may either be directed 
towards the user such as messages, images, voice etc. 
or coming from the wearer, such as sensor data, 
annotation, messages etc. For example, a text message 
appearing in a head’s up display coming from someone 
that isn’t filtered or blocked enters a wearer’s intimate 
data space. Or, GPS sensor that sends its data to a 
third party cloud service is in the user’s Intimate data 
space. As the amount of control increases over the 
data, the data space becomes further out to be 
Personal data space, then Social data space and finally 
Pubic data space. In the user’s Public data space s/he 
has complete control of the data including being able to 
completely block all incoming or outgoing data. Social 
space may include filters or other manipulations that 
mask or block data such augmented reality glasses that 
filter out advertisements. The Personal data space is 
where controls provide interpretation of data but does 
not completely block or filter it such as aggregate data 
from sensors being sent to a third party. 

Virtual proxemics for a wearer’s data space serves two 
potential roles. 1. An understandable data control 
model for the user and 2. Policies that could be used to 
automate and/or mitigate access control. First, for 
users, by providing this model they may more easily 
understand the type of exposure they will have to data 
coming to them or from them allowing them to make 
better choices about the technology. While wearable 
and mobile technology can be taken off or left in a 
drawer to block all data, implying that everything is in a 
user’s Public data space, this does not address the 
issue of when people want to use these technologies. 
The desire for always on, attention-free, and an 
unobtrusive form factor imply that manual data 
controls that do exist may be difficult to attend to or 
need to be pre-specified and then forgotten about. 
However, this may compromise users’ comfort when 
something unanticipated happens and users are not 
aware or do not want to stop what they are doing to 
address it. Virtual proxemics categories provide an 
explicit way to understand any pre-specified settings 
and also communicate when anyone is entering a 
certain data space so the user will know what to do.  
The second role, much like Greenberg applies Hall’s 
proxemics is that the categories can be used for having 
the technology automatically managing someone’s 
access to users’ data space and attempting to provide 
access only to the appropriate data space. Thus, if a 
cloud service provider attempts to store a user’s heart 
rate data, the system could infer that the cloud service 
provider is a Public member so would not have access 
to any data in the user’s Intimate, Personal or Social 
data spaces. In this case, this data space includes the 
heart rate data as the user was not exerting any data 
control of that sensing data. Thus, such privacy policy 
provided by the Virtual Proxemics model would avoid a 

Figure 1. Representation of virtual 
proxemics with Hall’s physical proxemics 
included for comparison. In virtual 
proxemics, the higher the degree of 
control of the data space (i.e. data 
coming in or out) the lower the level of 
intimacy in the data space. For data 
where the wearer has no control of, it 
would be considered in their intimate 
data space [1]. 



 

potential feeling of being violated, what guarantees 
users’ empowerment and data control. Alternately, the 
user can evoke an awareness response from the user 
so they have a visceral sensation that a breach is 
happening. As to this second role, a number of 
wearable technology researchers, such as, [5], [10], 
[11], and [13], use study participants with known close 
social relationships. For example, Cercos & Muller [5] 
avoid privacy concerns by having participants who 
knew each other and worked closely together on a daily 
basis, i.e. would likely have been in the wearer’s 
Personal or Social circle. Min & Nam [13] provide some 
insight that the sense of virtual proxemics is 
understood with their participants, as they noted that 
some users commented they would feel considerably 
different depending on their relationship with the 
connected partner. Finally, for this second role, we 
have not specified access control policies that could be 
applied to facilitate automatic mechanisms to alert 
wearers about potential transgressions. With respect to 
confidentiality of data being read by members from 
different levels of intimacy, access policies such as the 
Bell-Lapadula model [3], fit with the intuition for access 
we propose for virtual proxemics. The approach of “no 
read up, no write down” is consistent with the notion 
that if someone from a given comfort circle of the user 
tries to read data from a closer data space the user 
would be made aware of the transgression. Likewise, if 
data is being written from a close data space to a 
farther one, the user would be notified; but would not 
be for the other way around. In this way, only potential 
data confidentiality breaches require attention from the 
user. With respect to integrity of the data, models such 
as Biba’s [4] could also be applied, when the “no read 
down, no write up” could apply to alert users of 
potential data integrity problems. 

Initial Studies 
We have performed two user studies that we can report 
on during the workshop. The first formative study used 
a mobile+wearable combination we built called the 
“The Cat in the Map.” [1]. This system used had a 
wearable camera, GPS and mobile phone used by the 
participant that was connected to a remote application 
that allowed remote users to watch the user’s location, 
send unblockable messages and see photos of the 
participant. The one user reported feeling violated 
when strangers or colleagues sent messages and 
watched where she was but reported feeling 
comfortable and safe when it was her partner.  

For the second controlled study, we created a device 
called UCWhatIC (Fig 3) [2] that had a wearable 
camera, GPS, vibrotactile and visual (LEDs) feedback 
and buttons for different types of control of the user’s 
data space. Remote participants could take pictures 
and track the user depending upon which control 
condition (full control or no control). We had 9 
participants wear the device and interact with either an 
intimate or stranger remote participant giving us a 2x2 
experimental design. The results support the virtual 
proxemics model. 

Conclusions and Workshop Participation 
The model of Virtual Proxemics has shown promise 
during the user studies thus far, hence, we plan to 
discuss these in detail at the workshop. Specifically, we 
will discuss the full continuum of virtual proxemics 
control to include Intimate, Personal, Social and Public 
control spaces. Of particular interest to mobile 
technologies, Personal and Social data space implies 
interpretation and filtering layers that are enabled 
based on the different relationship the user has with 
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Figure 2. ‘The Cat in the Map’ system 
with the three primary data paths: 

SMS, photo and GPS. 

Figure 3: ‘UCWhatIC’ system with 
the four primary data paths: photo 
request, photo watch, photo taken 
and GPS. 



 

people accessing their data space. Workshopping 
different data control mechanisms will open the 
possibility to match users’ intuitive perception of 
comfort based on proxemics to these mechanisms. As 
we have done user studies based on Virtual Proxemics, 
we will also discuss some of the pragmatics of running 
these studies for evaluating different approaches to 
mobile and wearable technologies. Finally, integrating 
these mechanisms into mobile technologies requires 
new ways to design the control interface and policies  
between users and the entities that are connected to 
their devices. By rethinking this relationship based on 
virtual proxemics, we discuss how putting these types 
of control strategies on the devices enables more 
private, safe and secure online experiences. 
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